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Subscription Notices
It is that time of year again, and 
you will shortly be receiving your 
subscription renewal notices, and 
for the first time in three years we 
have had to put up the renewal 
by £5 across the board. That may 
seem unjustified at the moment, 
but it is a fact of life that when 
everything needs to get cheaper, it 
can’t. We still have increasing bills 
to pay – not the Secretariat, but the 
bills they have to pay on our behalf. 
Postal increases, telecom cost 
increases, and so on. 
 Rest assured, however – that 
pint-and-a-half you buy us will 
have a surprisingly good effect 
on our bottom line and will help 
us continue representing you 
wherever necessary. This has 
required a Bye Law change, 
which the Board approved at their 
meeting on the 16th of January. 
(See post)
 

Consultants
Speaking of representation, 
the Institute is looking for some 
volunteer consultants who we 
can approach for expert opinion 
and input when, occasionally, a 
question is asked of us that the 
Board can’t answer. In addition, 
there may be opportunities for 
speakers at events where we are 
invited to provide one.

Principal Re-elected
David Palmer was re-elected as 
Principal for 2012-2014 by the 
Board at their January meeting. 
 He said, “I am very proud 
to be appointed for a second 
consecutive term, but the truth is 
that the rest of the Board really 
do provide magnificent service to 
the Institute, particularly at a time 
when, as a ‘non-PI’, my ability 
to give evidence to the current 
administration has been limited. 
I am grateful to them all, and to 
other members and participants, 
for their service to the Institute.”
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IPI ‘Manual for Investigators’
A comprehensive guide to conducting  
investigations of many kinds

By David C Palmer FIPI   F.Inst.L.Ex

Taking the reader from basic ethics through generic investigation methodology and finally 
to specific types of investigation, the Manual will show how to exercise basic administrative 
and operational practices so as to be able to mount and complete a high quality 
investigation for a client, or for the public. 

Written by a practising and professional investigator, and starting with a ‘template’ 
methodology that causes the reader to think like a professional, the reader will find that 
the basic practices described in this book can be applied to any kind of enquiry. There 
is no other book like it! Many books describe ‘investigations’ but none are as thorough 
in describing the thought processes and operational needs behind an investigation. Its 
contents include instruction on 

 y  dealing with clients
 y  preparing interviews of all kinds
 y  taking statements
 y  assembling and managing evidence 
 y  writing reports 
 y  tracing
 y  corporate enquiries
 y  criminal investigation from the prosecution and defence perspectives 
 y  process serving
 y  traffic collision investigation

... and more. 

Learn to be an investigator the right way – by using the knowledge, experience and 
standards of the members of the Institute of Professional Investigators! 

Buy Online >

The day opened with a session from Neil Smith, an 
open-source intelligence (OSINT) specialist who gave us 
3 hours on using the internet for investigations. What an 
entertaining and informative three hours that was. In the 
afternoon a retired solicitor gave us three hours on Privacy 
Law. I must admit I was perplexed by his apparent failure 
to disclose to the investigators there present that there 
were usable elements for Article 8 of the ECHR, and Data 
Protection Law. It was as if he didn’t want us to know what 
they were! They exist – help us, will you?

The morning session’s content is the subject of a fuller 
article in this issue.

The afternoon session’s omissions can be summarised 
like this. There are ways to use the DP Act that are 
lawful. Article (8) of the ECHR is conditional and legal 
investigations can comply with it. And I’m surprised how 
many investigators still don’t really know the Law and 
practices of investigation as far as this area of law is 
concerned.

My gratitude to Ian Withers of WAPI for the invitation, and 
good luck to him in his continued efforts to make HMG 
provide us with a licensing regime that works, as quickly 
as possible.

WAPI Conference
The Principal was delighted to be invited to the WAPI 
10th Anniversary Conference in Greenwich on the 
19th of November 2011. 

http://www.ipi.org.uk/manual.aspx
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In January, the IPI responded to this:

On 29 November 2012 the Home Affairs 
Committee announced an inquiry into the case 
for statutory regulation of private investigators. In 
particular, the Committee is interested in:
 y Why regulation has not already been 

introduced, ten years after the Security 
Industry Act established a statutory framework 
to do so. 

 y Whether the case for statutory regulation has 
been made, including the potential for harm to 
both clients and subjects of investigations in 
the unregulated industry. 

 y  Whether compulsory licensing should be part 
of the regulation and, if so, whether it should 
include competency criteria. 

 y  The likely cost of regulation to Government 
and the industry. 

Leveson Enquiry 
Home Office Select Committee
Interested investigators may be interested in the proceedings in London overseen by Lord Leveson, 

but the initial weeks were not quite relevant to our sector. The initial witnesses were victims of press 

intrusion, such as Max Moseley, The McCanns, Steve Coogan and Sienna Miller. As such, the target for 

that period was the press itself. Interestingly, as the victims were bemoaning intrusive photographers, 

some photo-journalists did seem to have missed the point and pursued the witness from the court. Is it 

just me?

Organisations and individuals interested in 
making written submissions are invited to do so by 
Tuesday 10 January 2012. Submissions should 
be no longer than 2,500 words.
 Oral evidence sessions will be held in February 
and March 2012, with details announced in due 
course.
 Committee Chairman Rt Hon Keith Vaz MP 
said: “Following the Committee’s investigation 
into phone-hacking, it is important to look at the 
issue of private investigators. Public concern 
about the activities of private investigators has 
increased enormously in the last few years, yet 
the industry remains entirely unregulated. There 
are many reputable private investigators who 
provide a valuable service, but some elements of 
the industry still operate in the shadows.
 We hope to discover the full extent of the 

activities of private investigators and to decide 
whether the public, as well as the reputable side 
of the industry, should be protected by a regime of 
statutory regulation.
 The committee is keen to hear from private 
investigators themselves, as well as those who 
have been affected by their work.”

The Board submitted its evidence in time, but the 
hearing, which will be attended by Ian Hopkins 
and Simon Smith on our behalf, has been put 
back to February. Regrettably, just as for the 
Leveson enquiry, we are currently prohibited from 
publishing that response!
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The first speaker was Neil Smith, an open-source 
intelligence specialist investigator, who provided 
three hours of very interesting input on that 
subject. We all may think we know how to use the 
internet, but all of the assembled investigators 
were to be slightly taken aback at how much we 
didn’t know.

He opened by telling us about PC Mark Daly, who 
some may recall turned out to be a journalist who 
had gone undercover into Greater Manchester 
Police, exposing the idiotic racist and violent 
attitudes of some of his fellow recruits. (Never 
saw the start of the filmed conversations, mind...) 
Note: he got in by overcoming an evidently poor 
vetting process, so maybe his idiot friends did, 
too. I digress.

IPI members who attended the London AGM in 
2008 (I think it was) will also remember the story 
of John Darwin, the canoeist who went on a few-
year-sabbatical while his loving wife mourned 
with the help of the insurance pay-out. Neil told 
us how that was ‘detected’. A member of the 
public was a bit unsure of the disappearance, and 
Googled – yes, Googled – a couple of Darwin-
related key terms, possibly including Panama. (I 

forget why.) The result – she found a photograph 
taken by a real estate broker from Panama, where 
the company had the habit of taking photographs 
of happy customers on completion of their 
purchases. The photograph of Mr and Mrs Darwin 
had the date attached. That date was some time 
after his ‘death’ in the canoe, and sometime after 
she had received the insurance pay-out. (The 
judicious finder waited until a weekend before 
telling the press, who paid for the story before 
telling the police. Imagine the officer who later got 
the call. “It was on the INTERNET! Thousands of 
hours of enquiries and it was on GOOGLE!!”)

Neil made the point that knowing HOW to look is 
as important, if not more important, than knowing 
where.

First, a password clue. The older the subject, 
the easier to guess their password. Over 
50, and your password will be ‘relative’ to you 
– literally a relative, on occasion. Birthdays are 
a favourite. Cherie Blair used her own name 
on e-Bay, so got caught out by the press. So 
she changed her e-Bay name to something like 
Cherie2208 – her birthday. Got caught again, she 
did.

Open Source Intelligence (OSINT) – a Seminar Report
As stated earlier in this issue, David Palmer attended the WAPI 10th Conference in Greenwich in late November.

People load the internet (Facebook, Twitter and 
the lesser known social networking sites) with 
their personal data. Photographs, tweets about 
where they are going (“how did the press know 
I’d be here?!”), and so on. Investigators can 
utilise this stupidity by taking jigsaw pieces of this 
information to build up the picture they seek.

First, some cautionary advice:

1. Don’t use your personal account for work, and 
vice versa.

2. Open a new account for internet investigatory 
research.

3. Don’t use embarrassing names. (I know of a 
colleague who told the recruiting officer on his 
application for the job his email address started 
‘gingernobbynuts….)

4. Try the Fake Name generator to create a 
pseudo-person for your research account on 
the social media sites. (Site details at the end 
of this article.)

Before researching your target on the ‘net, 
do background research so that you can start 
guessing – relatives, friends (useful), places 
visited, maiden names, kids and siblings, 

by David Palmer FIPI

continued>>
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colleagues, work – any background data you find 
can feed your internet research efforts on the 
social media sites.

There is a website www.spokeo.com which 
checks sites for email addresses linked 
to profiles. (There is a small cost.) So, if 
tutor1@ipitraining.com was linked to aFacebook 
page (it isn’t), then ‘spokeo’ would tell you.  
Spokeo CAN overcome some site security 
settings, but not Facebook’s, which are apparently 
quite sturdy.

Another site – www.tineye.com – can look at 
a picture and identify other pictures with similar 
looks to them. For example, a picture with the 
eyes redacted out could be put into tineye, and 
the version without the redaction may be found, 
if it is on the internet. This has happened with 
SAS pictures. You can also enter a picture with a 
crop of the landscape surrounding your subject, 
and tineye may well be able to identify where the 
picture was taken!

LinkedIn, you will all be aware, is a business 
social networking site. If you check someone out 
on LinkedIn, you may leave a footprint unless 
you remember to use the ‘anonymity’ button 
available. (This is a clear lesson – when using 
search engines, make sure you read the whole 
page – you may learn a new technique. More on 
that, later.)

Twitter. A while ago, Paris Hilton got pulled by 
the police, and in a handbag in the car they 
found some cocaine. PH said it was her friend’s 
handbag. On checking Twitter, they found that PH 
had put a picture on her page days before, with 
the title ‘look at me great new handbag’, with the 
unique bag clearly in her hand. Oops.

When using Twitter, make sure you turn your 
smartphone’s geo-location facility off, or an astute 
investigator will be able to find where you spend 
your time using the Twittermap facility. People 
like kidnappers, for example! This site can show 
you roughly where someone was when they 
tweeted, and what was tweeted. So the tweet ‘I’m 
in Debenhams’ on the Twittermap will show you 
which Debenhams to search. 

If a Twitter account is protected, try going to 
www.twitterpic.com/photos/(subjectname ) and 
you may find you can get in through a back 
door. This will show you photographs from the 
Twitter page, which may help in accessing friends 
accounts for your subject, which in turn may help 
you gather intelligence for your investigatory 
needs. Another site, www.cree.py.com does the 
same.

Facebook. (Did your face light up?) Most people 
have a ‘friends only’ account, and FB is very, very 
good at closing hack sites down, or preventing 
hacks, once identified. So don’t bother trying the 
sites which claim they can get in – they can’t. 

When using Twitter, 

make sure you turn your 

smartphone’s geo-location 

facility off, or an astute 

investigator will be able 

to find where you spend 

your time using the 

Twittermap facility

continued>>

http://www.spokeo.com
http://www.tineye.com
http://cree.py.com


7 of 12 The Institute of Professional Investigators

Neil’s advice is to search Facebook using the 
different criteria you have identified in your pre-
research research. Search the Friend finder for 
the friends; look at ‘checkin’ for historical location 
data. 

If it’s a Friends Only account, go through the 
subject’s friends to find information. The friends of 
your subject may not have a ‘friends only’ access 
set up! Look for an insecure friend (no, not one 
wracked with self-doubt!). Look, too, at the friends 
photo albums, these can be a mine of information. 
If a friend comments on just ONE of the pictures, 
the whole album will be visible if that friend is not 
protected.

Use Google to search ‘just Facebook’, thus: (see 
figure 1) 

Always use the advanced search – the ‘basic’ 
search is too broad. This page narrows down your 
search to a more manageable level, if you use it 
well.

There is also a search engine for – well, search 
engines. If you search on Google as above, you 
get Western and European results. If you need 
other countries’ sites, there is a search engine 
(see site identified at the end) which you can use 
to identify engines used in other countries. 

Telephone search strategies. There are a 
number of ways to search for a telephone number. 

There is;

Code and number e.g. 01234 567890

Code and ‘how you say it, e.g. 01234 567 890

Without the ‘0’ for internationals, e.g. 1234 567890 
and 1234 567 890

With geographical codes it’s fairly straightforward, 
but with mobiles some people use 5 digit codes, 
others go for 4 , as in ‘0797 045 6789’ instead of 
‘07970 456789’, which is a nuisance. (And the 
people of Cardiff have gone all posh by changing 
‘02920 123456’ into 029 2012 3456’, as if they’re 

Figure 1

FACEBOOK:

Look at the friends photo 

albums, these can be a mine 

of information. If a friend 

comments on just ONE of the 

pictures, the whole album 

will be visible if that friend 

is not protected

continued>>
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from London and they expect to get 030 later on. 
They’re not, and they won’t. Posers.)

Google Tips. If you search for and find a site 
on Google, it is worth using the preview screen, 
thus: The little chevrons to the right of the ‘hit’ will, 
if ‘moused’, produce that preview, here showing 
‘Private Eye London’. If that view identifies a 
‘cached’ hit in its title, then accessing that cached 
document will NOT leave a footprint with your 
target because it is a document cached by 
Google, not the target.
 
Search using Wild Cards. If searching for David 
Palmer, search instead for “David * Palmer” 
and you could find my middle name, initial, or 
nickname. Search for ‘David * Palmer F*’ and you 
should find anything on the internet with my initial, 
Fellow, FIPI or any other word beginning with F – 
who knows? It’s your search!

Using Databases. There are many databases 
that can assist an investigator, which are open 
source and accessible, quite legally. Most won’t 
contain all you want, but using the Jigsaw 
principle can help you build up a picture that 
is of use. Many are listed on the website Neil 
manages, called www.uk-osint.net. The free 
ones don’t usually result in a footprint appearing 
on a subject’s own database, but this is not a 
constant rule so be careful.Rather than me telling 
you which to use, take a while, go to Neil’s site 
and explore!

Figure 2

To identify a website owner, use www.whois.net 
or, for UK sites, Nominet (www.nic.uk ). Nominet 
is also a way to report suspect sites. The 
instructions on usage are held on the site and are 
worth a look. Neil demonstrated how identifying a 
checking out a site’s registrant, then checking out 
what other sites that registrant owns, helped him 
identify to staff at a finance house how the holding 
company looked to be moving from Scotland to 
China! Apparently the mood dropped ...

Finally, the website www.duedil.com provides 
more free Companies House data than any other 
provider, including filed accounts. It can also 
provide a graph of connected companies, which 
may be useful to you. There is a sign up process 
but it is free.
All in all, a very informative seminar, well 
presented and obviously well researched. 

David Palmer FIPI
Principal 

http://www,uk-osint.net
http://www.whois.net
http://www.nic.uk
http://www.duedil.com
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Bye Laws 8, 9 and 9a have been changed to 
take into account only the new subscriptions. 
Formerly, associate (etc.) fees were held at 
a percentage of the full fee, but raising the 
full fee by £5 caused some mathematical 
problems with theses Bye Laws as they 
stood. The now read as follows and should be 
available on the website.

8. Retired Members’ Roll.

Any Fellow or Member who retires from 
the profession due to age or ill health 
may apply for transfer to the Retired 
Members’ Roll on payment of £65. 
Retired Members may attend, without 
invitation, all General Meetings of the 
Institute and participate in discussions 
and debates without the right of vote. 
All retired Members on the Roll will 
receive the Institute’s correspondence, 
notices and publications as if a full 
Member.

Bye Law Change
9. Student  (October 2008)

Qualifications

a) The applicant must be not less than 18 
years of age,

b) Persons entering the profession without 
prior qualifications may be admitted as 
Student Members,

c) The applicant must pass the scrutiny of the 
Admissions Committee and, if successful, 
be informed that a Student Member does 
not have any voting rights at General 
Meetings,

d) Subject to the alternative method of 
progression provided for by subsection 
(h) below, the Student must take and 
pass  the  Institute Distance Learning 
Course to achieve Associate membership 
within twelve months, and if issued with a 
membership certificate, it should carry a 
highlighted notice of expiry.

e) On passing the Distance Learning Course, 
a Student Member will be awarded 
Associate Membership.

f) The fees for a Student will be set by the 
Board of Governors and will be £95,

g) No reference may be made to the category 
of participation on correspondence paper.

h) A Student of 12 months who does not 
pass the Distance Learning Course may 
apply for membership as an Associate if 
he/she has otherwise complied with the 
requirements of Associate Membership.

9a. ASSOCIATE (October  2008)

Qualifications

a)  The applicant must have not less than 12 
months experience as an investigator OR 
shall have passed the Institute’s Distance 
Learning Course.

b)  He must satisfy the Board of Governors 
that he is a Professional Investigator 
in accordance with the Memorandum 
and Articles of Association, or if not so 
engaged, that he has passed the Institute’s 
Distance Learning Course.

c)  The applicant must pass the scrutiny of 
the Admissions Board and if successful be 
informed that Associate Members do not 
have any voting rights at General Meetings

continued>>
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TRACING
An Investigators Guide To Finding 
Wanted and Missing Persons

By David C Palmer FIPI   F.Inst.L.Ex

Investigations into tracing missing persons are taking place 
constantly - at professional and amateur levels, within and outside 
the legal sphere. They are done for a number of reasons, but the 
methodology is principally the same. 

This book is intended to aid those whose work, or interest, lies 
in finding people. It is a guide to the methods and the legalities 
surrounding what can be very interesting work, the resolution of 
a puzzle which is not overly affected in its solving by evidential 
restrictions. It is also intended to address investigations into those 
persons who are lost either through time, or through a decision to 
go missing as a result of excessive pressures, legal, sociological 
and psychological. 

It is not intended to find kidnapped people, or genuine ‘missing’ 
persons who have gone missing as a result of mental illness. In its 
pages, investigators will be provided with advice on how to solve 
the riddle of a missing or wanted person enquiry: the definitions 
which apply, and which may direct their enquiries; the techniques 
of asking questions and developing information from documentary 
evidence; details of resources that they need to utilise in order 
to solve their riddles; and much more besides. Such guidance is 
rare. The majority of books on this subject are published in the 
United States, with a bias towards their methods and availability of 
information - methods and information that simply aren’t available 
to British investigators. 

Buy Online >

d)  Subject to the alternative as stated in 
(a) above, the applicant must satisfy the 
Admissions Board that they are employed 
full time as investigators and that their 
past experience merits participation 
although they do not hold any recognised 
academic certificates, which would allow 
them to be admitted  as full members.

e)  Fees for an Associate Member will 
be £95 and any identification card 
issued should highlight the category of 
participation.

f)  Reference may be made to the category 
of participation on correspondence paper 
by showing the category unabbreviated.  
The letters AssocMIPI may be used.

Licensing Update
It has been suggested that licensing will not 
come in until AFTER the Olympics. The SIA’s 
involvement and the existence of licensing 
for the security industry may have been a 
condition of the UK getting the event, so 
meaningful changes may not occur shortly 
after that fortnight/month in 2012. 
 Meanwhile we continue to make 
representations where called upon (and when 
not!), and with reference to the Leveson 
and Home office Committees have made 
submissions on your behalf.

http://www.ipi.org.uk/tracing.aspx
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Members are politely reminded that they can 
update their own entries on the IPI website with 
any new specialisms, services, addresses, etc. 
Please log on using the instructions below:

If you would like your details to appear on our 
Find an Investigator Directory please click on 
the link below and follow the instructions:

http://www.ipi.org.uk/member

Once you are registered with the site you will be 
able to edit your directory entry and add areas of 
specialisation so people will be able to find you 
and your business.

The signing on process

1. Create an account with your own username and 

password

2. Fill in the form that asks for brief address details of all 

branches you have

3. An email is sent to us with your username and branch 

details

4. We activate your account and inform you by email

5. You log back on

6.  All your branches should now appear when you click the 

link on the top menu navigation bar Directory and you can 

begin editing your directory entries

Website Pages
Have you updated your directory entry yet?

http://www.ipi.org.uk/find-an-investigator
http://www.ipi.org.uk/member/
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